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CHAPTER 1: WELCOME 

9ǾŜǊ ŦƛƴŘ ȅƻǳǊǎŜƭŦ ŀǿŀȅ ŦǊƻƳ ȅƻǳǊ ƻŦŦƛŎŜ ŀƴŘ ǳƴŀōƭŜ ǘƻ ǊŜŀŘ ǘƘŀǘ ŎǊƛǘƛŎŀƭ ŜƳŀƛƭ ōŜŎŀǳǎŜ ƛǘΩǎ 

encrypted? iReadSMIME is a secure email reader for the iPhone, iPad and iPod Touch. It allows 

you to view encrypted emails and their attachments using the iReadSMIME application. The 

application does not replace your email provider. It simply allows you to read secure email .  

CHAPTER 2: GETTING STARTED 

COMPATABILITY 

iReadSMIME provides read-only capabilities for SMIME encrypted emails. IReadSMIME 

additionally performs the following: 

ω Supports Post Office Protocol v3 (POP3) and Internet Mail Access Protocol v4 (IMAP4) 

ω Supports all major email providers, email formats and attachment viewers 

o Email Formats (HTML, Rich and Plain Text) 

o Graphics (JPEG, GIF, BMP, PNG, TIFF, etc.) 

o Audio attachments (MP3, AAC, WAV, AIFF, etc.) 

o Microsoft Office (MS Word, Excel, and PowerPoint) 

o Additional support (MOV, PDF, RTF, HTML, and Apple iWork Pages, Keynote, and 

Numbers and others) 

ω Decrypts SMIME  

o 168-bit 3DES  

o 128-, 192-, 256-bit AES  

o SHA-1, SHA-256, SHA-384, SHA-512  

ω Downloads the entire email, not just the headers 

ω Securely removes unencrypted data after use 

ω Securely stores passwords and private key  

ω Currently provides support for one email account 

PRELIMINARY STEPS 

Prior to installation of the iReadSMIME application, the following steps must be completed: 

1 Obtain a POP3 or IMAP4 email account 
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2 Obtain a personal email certificate. This certificate will be used to digitally sign 
emails and to provide the private and public keys used for encrypting emails. 

3 Download and configure an SMIME compatible email client 

SETTING UP A POP3 / IMAP4 EMAIL ACCOUNT 

iReadSMIME supports both POP3 and IMAP4 email accounts. There are a number of free POP3 

and IMAP4 email account providers, including: 

¶ AOL 

¶ Google Mail (Gmail) 

¶ Hotmail 

¶ Yahoo 

The choice of which service provider to use is a personal decision. There are a number of 

articles available on the Internet comparing various POP3 and IMAP4 service providers. All 

service providers can be contacted if more help is necessary in setting up an email account. 

Note: SMIME does not support Webmail email accounts. Yahoo provides free email service, but 

it is Webmail-based. Yahoo Plus does provide POP3 email service but this is a subscription 

service. 

OBTAINING A PERSONAL CERTIFICATE 

There are a number of venues available for obtaining a personal certificate. Some companies 

provide free personal certificates; others require users to pay for the personal certificates. 

Some of the more popular personal certificate providers are: 

¶ Verisign 

¶ Comodo 

¶ TC Trust Center 

¶ Global Sign 

After completing the registration for a personal certificate, the user must download the 

certificate to their personal computer.  Once the certificate has been downloaded, it can be 

imported and exported as needed.  Microsoft provides a good explanation for the process of 

importing and exporting certificates (visit the microsoft.com and conduct a search for 

άƛƳǇƻǊǘƛƴƎ ŀƴŘ ŜȄǇƻǊǘƛƴƎ ŎŜǊǘƛŦƛŎŀǘŜǎέύΦ  !ƎŀƛƴΣ ǘƘŜǊŜ ŀǊŜ ƴǳƳŜǊƻus methods of importing and 

exporting certificates depending upon the user's environment.   

https://www.verisign.com/authentication/digital-id/index.html
http://www.instantssl.com/ssl-certificate-products/free-email-certificate.html
http://www.trustcenter.de/en/products/tc_personal_id.htm
https://www.globalsign.com/document-security-compliance/microsoft-office-document-security/
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/sag_cmimportexport.mspx?mfr=true
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CHAPTER 3: INSTALLING IREADSMIME 

You can install iReadSMIME on your iPhone, iPad, or iPod Touch by accessing it on the App 

Store application found on the device interface. You can also download iReadSMIME through 

the Apple Store. Instructions for installing apps via the iTunes interface are found on the Apple 

website.   

CHAPTER 4: CONFIGURING IREADSMIME 

Upon successfully installing the iReadSMIME app on your iPhone, iPad, or iPod Touch, the last 

step is to begin configuring the application. To configure the app: 

1 Tap the iReadSMIME icon on the iPhone.  Since this is the 
first time the application has been used, the application 
opens with the Settings panel displayed 

 
2 Tap User.  The text entry keyboard displays and the user 

should enter the required information.  Depending upon 
the email service provider, this is usually the user's 
complete email address, although some providers allow 
the use of just the user id portion of the email address.  If 
the email provider is recognized as one of the pre-
populated email providers, the application provides default 
POP or IMAP settings for the user 

 

3 Tap Email Password.  Enter the email account's password.  

4 Tap Protocol.  If the user selects POP, the protocol used 
when connecting to the email service provider will be POP.  
If the user selects IMAP, the protocol used when 
connecting to the email service provider will be IMAP 

 

5 Tap Max Messages.  When connecting to the email service  

http://www.apple.com/iphone/apps-for-iphone/
http://www.apple.com/
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provider, iReadSMIME searches the user's email account to 
locate any encrypted emails.  This setting limits the 
number of emails that will be searched, beginning with the 
newest email, and then working backwards.  The maximum 
number of emails that can be searched is 99999. 

6 Tap Incoming Server.  Select one of the pre-populated 
incoming server addresses (if applicable) or manually enter 
the required information 

 

7 Tap Port.  Select one of the pre-populated port addresses 
or enter the port number used by the incoming server.  
This setting is optional 

 

8 Tap SSL.  If the user selects ON, the communications 
security protocol used when connecting to the email 
service provider will be Secure Sockets Layer (SSL).  This is 
the default setting.  If the user selects OFF, the 
communications security protocol used when connecting 
to the email service provider will be Transport Layer 
Security (STARTTLS). 

 

9 Tap Prompt for Password.  If the user selects ON, the user 
will always be prompted to enter the Certificate Key's 
security password to view any encrypted files in the Inbox.  
This is the default setting. If the user selects OFF, the user 
will not be prompted to enter the Certificate Key's security 
password to view any encrypted files in the Inbox.  As a 
security measure, the user must enter the Certificate Key's 
security password to confirm setting this parameter to OFF 

 
Note: Do not confuse this password with the email account password. This is the security 
password created when the user first exported the personal certificate. 

10 The last function is that needs explained is Remove Keys.  
This allows the user to reload their personal certificate the 
next time the application is started or by clicking Check 
Mail, if the user's certificate is still located in the Inbox.  
This may become necessary if the user is having problems 
with decrypting files.  Occasionally, a key may become 
corrupted and the user may wish to reload their personal 
certificate key 
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11 Once all settings have been configured, tap Inbox.  
iReadSMIME will attempt to connect to the email server 
account and download any encrypted emails into the 
Inbox. iReadSMIME will only download encrypted emails, 
not unencrypted emails.  If the connection attempt fails, 
the user is presented with an error message.  Correct any 
errors and attempt to connect again.   

 

 
Note: The Inbox button will not display until all required fields have been completed. The 
required fields include User, Password, and Incoming server. 

CHAPTER 5: USING IREADSMIME 

After installing and configuring the iReadSMIME application, the user should complete the 

following steps: 

1 Export the certificate with a copy of the private key. The user 
will be prompted to provide a certificate security password 
at this time. It is important to remember this password as 
this is the password that will be required to decrypt any 
received encrypted emails. 

 

2 Import the certificate into the desired SMIME client.  

3 {ŜƴŘ ŀ ŎƻǇȅ ƻŦ ǘƘŜ ƛtƘƻƴŜ ǳǎŜǊΩǎ ŜȄǇƻǊǘŜŘ ǇŜǊǎƻƴŀƭ 
certificate (in PFX or PK12 format) to the email account used 
during the configuration of the iReadSMIME application 

 

When iReadSMIME connects to the email account, it will detect the user's personal certificate 

(PFX or PK12 format only), prompt the user for the certificate security password, and then 

install the private key on the iPhone (See Figure below).  The private key is responsible for 

decrypting any emails encrypted with the user's public key.  This completes the iReadSMIME 

setup and configuration.  The user can now view and decrypt any encrypted emails sent to their 

account. 
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The iReadSMIME application allows the user to view encrypted emails received on one email 

account.  This account can be either a POP3 or IMAP4 email account.  Additionally, it supports 

viewing attachments using the native viewers found on the iPhone.  These viewers include:   

¶ Graphics (JPEG, GIF, and TIFF) in line with the text body 

¶ Audio attachments (MP3, AAC, WAV, and AIFF) 

¶ Microsoft Office (MS Word, Excel, and PowerPoint) 

¶ Additional support (MOV, PDF, RTF, HTML, and Apple iWork Pages, Keynote, and 
Numbers) 

Note: The Inbox will never display an Attachment icon on encrypted emails. Any attachment(s) 

will be encrypted along with the message text and will only be visible once the email has been 

decrypted. Encrypted attachments are significantly larger than the original file. This may cause 

problems if the size ŜȄŎŜŜŘǎ ǘƘŜ ǇǊƻǾƛŘŜǊΩǎ ŦƛƭŜ ǎƛȊŜ ƭƛƳƛǘŀǘƛƻƴǎΦ wŜƳŜƳōŜǊΣ ƭƛƳƛǘŀǘƛƻƴǎ ƻƴ ǘƘŜ 

size of mail-able attachments are designated by the email provider. 

WORKING WITH THE INBOX 
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After completing the configuration of the iReadSMIME 

application, start the application by tapping the 

iReadSMIME icon.  iReadSMIME opens with the Inbox 

screen displayed.  The Inbox contains the Account and 

Edit functions (previously discussed) at the top of the 

screen, the Check Mail  and Information (Help)  

functions as well as the Status bar at the bottom of the 

screen.  The application will connect to the configured 

email account and download any new encrypted 

emails.  If there are no new encrypted emails, the 

Status bar will turn brown, signifying that only cached 

emails are available for viewing. 

The Status bar displays the following messages: 

¶ Contacting 

¶ Loading 

¶ Time of last update 

 

To view an encrypted email, simply tap the desired 

email.  If Prompt for Password is set to ON, the user is 

prompted for the Certificate Key security password and 

must enter the correct password before being allowed 

to view the encrypted email.  Enter the correct 

password and tap OK to view the encrypted email. 

This process must be repeated each time the user 

attempts to view an encrypted email unless the user 

taps OK until restart.  The OK until restart feature 

allows the user to view any encrypted emails, for the 

remainder of the current session, without having to re-

enter the security password. 
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If Prompt for Password is set to OFF, the user is not 

prompted for the Certificate Key security password, 

and the encrypted email displays immediately.   

When viewing an email, the user has the ability to 

collapse the header information and remove the To: 

and CC: fields.  This allows more space for viewing the 

email body.  Tap the triangle symbol in the From: field 

to collapse or expand this section. 

 

 

Tap and hold the To: field; a popup panel displays a 

complete list of all addresses. 

Any attachment(s) will be encrypted along with the 

message text and will only be visible once the email has 

been decrypted.  If the encrypted email contains an 

attachment, The figure above depicts the view the user 

will see once the email is decrypted.  Remember, any 

attachment size limitations are set by the email service 

provider.   

The user should check with their email provider to 

verify any file size limitations.  Currently, the following 

file size limitations apply to these selected email 

providers:   

¶ Hotmail  10MB 

¶ AOL  16 MB 

¶ Google  20 MB 
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¶ Yahoo  20 MB 

If an email contains a green checkmark, this symbol 

signifies that the email has been digitally signed and 

encrypted. A digitally signed email adds a layer of 

security because it ensures that the email came from a 

verified email address. 

 

 

If the user decides the file is not needed and wants to 

delete it, tap Trashcan to delete the file and return to 

the Inbox 

When finished viewing the file, tap Inbox to return to 

the Inbox screen to view more emails. 

Tapping the green checkmark symbol, displays a 

message "This message has a valid signature" to 

reassure the reader of the identity of the sender and 

that the email was not altered after being sent. Tap OK 

to cancel this message and return to the email 
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Tapping the Information symbol displays the 

application's Help file.  This file provides information on 

the following subjects:   

¶ Overview 

¶ Features 

¶ Settings screen 

¶ Inbox screen 

¶ Read screen 

¶ Setup 

¶ FAQ (Frequently Asked Questions) 

¶ Support 

¶ Copyright 

The Copyright section contains the application's version 

information. This information will be helpful to the 

iReadSMIME support staff, should assistance ever be 

required. 

 

 

 

CHAPTER 6: FAQS AND TROUBLESHOOTING TIPS 

 

Does iReadSMIME support unencrypted email? 

No. iReadSMIME only supports encrypted email messages. This means that you will see S/MIME 

encrypted emails in your inbox and unencrypted emails will not be displayed. 

 

Does iReadSMIME support Exchange server encrypted emails? 

No. iReadSMIME only supports IMAP4 and POP3 server encrypted email. 

 

Does iReadSMIME support self signed SSL certificates? 

No. The current version does not support self signed SSL certificates. 
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What is the security model for the application? Where and how do you save the private key? 

Once the key is validated by the password that was used to export the key, it is stored in the 

ŘŜǾƛŎŜΩǎ ƪŜȅǎǘƻǊŜΦ Lǘ ƛǎ ƴƻǿ ǇǊƻǘŜŎǘŜŘ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ǿƛǘƘƛƴ ǘƘŜ ƛ¢ǳƴŜǎ ƛŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛǎ 

backed up.   

 

Can I store more than one user? 

iReadSMIME was originally set up to support one user, but technically, you can store more than 

one. You have to set up the first account in the settings page, then go to the inbox and 

download the key and messages. They you have to go back to the settings page and change the 

information to the second account, then go back to the Inbox and download the key and 

messages. This way, when you want to view the messages for a particular account, you will 

have to make sure you have the correct settings in the settings page. 

 

Are the decrypted emails saved in cache once read? 

Messages are not decrypted until a user wants to read them. Once the message is selected and 

the proper password is given, the decrypted message is saved in the iReadSMIME application 

directory on the device. Once the user moves off the read screen, either by clicking the Inbox 

button, incoming phone call, hitting the home button, etc., the message file is securely 

removed (overwrite algorithm then delete).  

 

Are there any enhancements planned on the current app (e.g. a Reply button)? 

Currently OE is planning on fixing any bugs that may arise and assessing the demand for 

iReadSMIME. If the demand is great, then new functionality will be added. 

CHAPTER 7: CUSTOMER SUPPORT 

Please contact us at ireadsmime@oceansedge.biz with any questions, concerns or feedback.  

CHAPTER 8: THANK YOU 

Thank you for being a valuable customer of the iReadSMIME application. We hope the 

application makes it easier for you to read emails away from your computer.  

 

 

 

mailto:ireadsmime@oceansedge.biz
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